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ABSTRACT

Cloud security is an evolving sub-domain of computer security, network security, and, more
broadly, information security. Cloud computing and storage solutions provide users and
enterprises with various capabilities to store and process their data in third-party data centers.
There are a number of security issues/concerns associated with cloud computing. There are many
security algorithms that are used for security purpose. International Data Encryption Algorithm
(IDEA) is a symmetric key encryption technique that uses same key for both encryption and
decryption. This key is of length 128-bit which secures 64-bit data. Also, it runs eight and a half
rounds for encrypting and decrypting the data. In order to provide more clarity this paper
describes how IDEA algorithm works in cloud security.

Keywords: International Data Encryption Algorithm (IDEA), Key, Symmetric key encryption,
Cryptography, Encryption, Decryption.

1. INTRODUCTION

As the use of internet is becoming widely
accepted these days, it is a trend of
transmitting data over the network. Exchanging
data upon internet results in security problem.
The data security over internet can be
provided by the cryptography. Cryptography is
a method of storing and transmitting data in a
particular form so that only those for whom it
is intended can read and process it. IDEA is

one of the ciphers which encrypt the text
into an unreadable format and makes it
secured in order to send it over to internet. The
IDEA encryption algorithm provides high level
security not based keeping the algorithm a
secret, but rather upon ignorance of the secret
key.
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I. CONCEPT

IDEA operates on 64-bit blocks using a 128-
bit key, and consists of a series of eight
identical transformations (a round) and an
output transformation (the half-round). DEA
derives much of its security by interleaving
operations from different groups — modular
addition and multiplication, and bitwise
eXclusive OR (XOR) — which are
algebraically "incompatible” in some sense. In
more detail, these operators, which all deal
with 16-bit quantities, are:
e Bitwise eXclusive OR ().

e Addition modulo 216 (FH)

Multiplication
216+1,where the all-zero word
(0x0000) in inputs is

interpreted as 216 and 216 i
output is interpreted as the all-
(0x0000) (O).

modulo

zero word
After the eight rounds comes a final
“half round”, for the output.

i. Structure:

XOR IS used for both
subtraction  and ad round function. To
work with 16 bit words (meaning four
inputs instead of two for the 64 bit block
size), IDEA uses the Lai-Massey scheme
twice in parallel, with the two parallel
round functions being interwoven with
each other. To ensure sufficient
diffusion, two of the sub-blocks are
swapped after each round.

Original data block (64b)

[__16b | 16b | 16b | 16b

Txt1 Txt2
PK1y &y PK2rr

PK49 PKS50 PK51 PK52

Exit

Txt3  |Txtd
PK3 o PKA. 2~

[ 16b ] 16b [ 16b [ 16b

Encrypted data block {64b)
Figure 1 : Structure of IDEA
ii. Key Generation:

The 64-bit plaintext block is partitioned
into four 16-bit sub-blocks, since all the
algebraic operations used in the encryption
process operate on 16-bit numbers. Another
process produces for each of the
encryption rounds,six  16-bit key sub-
blocks from the 128-bit key. Since a
further four 16-bit key-sub- blocks are
required for the subsequent output
transformation, a total of 52 (=8 x 6 + 4)
different 16-bit sub-blocks have to be
generated from the 128-bit key.
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Table 1: Encryption of the key sub blocks

Round 1
Z1(1) 22(1) 23(1) z 4(1) 25(1) Zs

Round 2

Z1 @ Z')(Z) Z'z(z) ZA(Z) Zl:(z) ZR(Z)
Round 3 71® 2,08 253 7,3 23) 76 @)
Round 4 214 2,4 254 7,4 7.4 76 @)
Round 5 Zl(5) ZZ(5) ZS(5) Z4(5) 25(5) 26 ©)
Round 6 Zl(6) ZZ(6) ZS(6) Z4(6) 25(6) 26 (6)
Round 7 21 2,0 250 2,0 7D 76 (D
Round 8 Zl(8) Zz(8) Z3(8) 7 4(8) 25(8) 26(8)

Output

Transform 21(9) 22(9) 23(9) 7 4(9)

The 52 16-bit key sub-blocks which are
generated from the 128-bit key are produced
as follows:

« First, the 128-bit key is partitioned into
eight 16-bit sub-blocks which are then
directly used as the first eight key sub-
blocks.

. The 128-bit key is then cyclically
shifted to the left by 25 positions, after
which the resulting 128-bit block is again
partitioned into eight 16-bit sub-blocks
to be directly used as the next eight key
sub-blocks.

« The cyclic shift procedure described
above is repeated until all of the required
52 16-bit key sub-blocks
have been generated.

Il.  ENCRYPTION:

The process consists of eight
identical encryption steps (known as
encryption rounds) followed by an
output transformation. The structure
of the first round is shown in detail.

Flaintext & x 16 b2

| URNEL . T
21‘1;_.; ’ | }‘_qun 23.”_’ f _\’(,:3‘—2,_.I1§"
Z:"‘i—":‘ '—’7
T N
. ‘_anl
| L1 \ 5
P 2 § 1
e s
e s . | i
| ditsonal rownc:
: =l =
a3 b o g A "
ZP=() -Z" ZP— (=27
l'

P

Cipherzatd x 15be

» The first four 16-bit key sub-blocks
are combined with two of the 16-bit
plaintext blocks using addition modulo

216, and with the other two plaintext
blocks using multiplication modulo 216 4

1.

. At the end of the first
encryption round four 16-bit values are
produced which are used as input to the
second encryption round

» The process is repeated in each of the
subsequent 7 encryption rounds

 The four 16-bit values produced at the end
of the 8th encryption round are combined with
the last four of the 52 key sub-blocks using

216

addition  modulo and multiplication

modulo 216 41 to form the resulting four 16-
bit ciphertext blocks.

Frst

™ Round
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I11l.  DECRYPTION: protection of transmitted and stored data
against unauthorized access by third parties.
Table 2: Decryption of the key sub blocks The fundamental criteria for the development

of IDEA were highest security requirements
along with easy hardware and software

Round 1 Zl(9)-1 _22(9) _23(9) Z4(9)-1 25(8) 26(8)

Round 2 | 012,020 7,®1 7.0 7.0 implementation f_or fast execu'Fion.

The IDEA algorithm can easily be embedded
Round3 | z,"1-z,0_-z,0 7,017 76 in any encryption software. Data encryption

can be used to protect data transmission and
Round4 | z,**-2,%-2% 2, 75 7™ storage. Typical fields are:

— Audio and video data for cable TV, pay

B1_7.6)_7.06) 7 615 @ @ i ) : .

Round 5 | Z,™"-Z,™-Z5™ 2,7 25 Zs TV, video conferencing, distance learning,
Round 6 | ;@ z,0_7,07,®17 07, ® business TV, VolP

— Sensitive financial and commercial data

Round 7 | z,9*-2,9-7,9 72,9172 7, o _
— Email via public networks
Round 8 | z,9*-z,9-7,9 7,17V Z®
— Transmission links via modem, router or
Output

Transform z,0*-z,0-z,0 7,0 ATM link, GSM technology

_ — Smart cards
The computational process used for

decryption of the cipher text is essentially the V. CONCLUSION

same as that used for encryption of the IDEA is a patented and universally applicable

plaintext. The only difference compared with  plock encryption algorithm, which permits the

encryption is that during decryption, different  effective protection of transmitted and stored

16-bit key sub-blocks are generated. data against unauthorized access by third
More precisely, each of the 52 16-bit key  parties.  The fundamental criteria for the

sub- blocks used for decryption is the  development of IDEA were military strength

inverse of the key sub-block used during  for all security requirements and easy

encryption in respect of the applied algebraic  hardware and software implementation. The

group operation. algorithm is used worldwide in various banking

Additionally, the key sub-blocks must  and industry applications. They predestine the

be used in the reverse order during decryption algorithm for use in a great number of

in order to reverse the encryption process as  commercial applications. Our proposed system

shown in Table 2. is to use IDEA to secure the cloud data.
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